Election Computer Risk Acceptance Form

Purpose

lowa Administrative Rule 721-22.50(2) prohibits connecting computers used to prepare ballots and voting equipment
programs or computers used to compile election results to a network or to the internet unless this risk acceptance form
is on file in the office of the lowa Secretary of State. There are information security risks present when a computer is
connected to a network or the internet. The intent of the administrative rule is to acknowledge the existence of these
risks and ensure counties take necessary precautions to mitigate them in circumstances where a county finds it
necessary to connect one of these computers to a network or to the internet (for back-ups, remote vendor support,
virtual machines, software patches, etc). When a county determines it is necessary to connect one of these computers
to the internet or network, the rule requires the county to acknowledge and accept information security risks created
through those connections by completing and submitting this form to the Secretary of State on a biennial basis or as
changes to the county election computer configuration are made.

Risk Acknowledgment

The county does not have any computers used to prepare ballots and voting equipment programs or computers
used to compile election results connected to a network or to the internet.

The county does have computers used to prepare ballots and voting equipment programs or computers used to

compile election results connected to a network or to the internet, for the following reason(s):
1.

5.

The county acknowledges that a number of information security risks exist when computers are connected to a network
or to the internet. The county intends to connect computers used to prepare ballots and voting equipment programs or
computers used to compile election results to the network or to the internet as detailed above. The county hereby
agrees to take steps to mitigate information security risks on these computers and assumes responsibility for all risks
that are present as a result of the network or internet connection.
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